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Abstract. Nowadays there is a great shortfall of Cyber Security and Information Security
experts, so every day there is a desperate need to teach and form professionals. A great
way to do so is using a technic that involves active learning and gamification, such as
CTF (or Capture The Flag). This Technic is based on quest and rewards, so every time
the student receives a flag (normally a code string), they can retrieve it to receive a
reward (commonly a punctuation to compete with others). This article presents the
importance of cybersecurity and information security awareness, the skills acquired
during the year 2021, as well as the use of the capture the flag (CTF) technique to
demonstrate some domains of knowledge in the cybersecurity area.
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Introduction

Information security is directly related to the protection of a set of information, in
the sense of preserving the value they have for an individual or an organization. The basic
properties of information security are: confidentiality, integrity, availability, authenticity
and non-repudiation.

Cybersecurity is the practice of protecting critical systems and confidential
information from potential cyberattacks. This practice has measures to combat threats
against network systems and applications, regardless of whether that threat comes from
within or outside the enterprise. Cyber awareness, when considered in the development
and application of these new technologies, can at the same time deliver an innovation and
drive even higher security levels and standards than previous technologies. Digital
transformation and the increase in cybersecurity processes are elements that must go hand
in hand. (WEF, 2021) revealed that cybersecurity flaws were indicated as the fourth
biggest risk for the short term and that private and government actors are likely to engage
in more dangerous and sophisticated cyberattacks in the near future. Therefore, it is
essential that organizations look to the future in a pragmatic way, understanding the
importance of having secure processes that follow the evolution of the technologies used.

In this context, we can prepare students and future professionals to raise awareness
in the areas of Information Security and Cybersecurity using learning strategies,
interactive platforms, extracurricular activities, academic competitions, among others.

CTF (Capture The Flag), is an active learning technique using questions to make
participants acquire skills based on knowledge domains, such as Linux commands,
forensics, cryptography, web exploration, among others. Quizzes were created with levels
of difficulty, to develop technical skills, and the answer to these challenges provides the
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score for each participant or for the team that is participating in the competition. Quizzes
can present hints, add files for analysis, as well as the participants who solved them,
partial and overall scores, as shown in Figure 1.

Figure 1 — CTF challenge - domain forensics (CTFD, 2021), (MAUACTF, 2021).
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Objectives

The GCSP project (GCSP, 2021) during the year 2021 required some steps to be
taken to acquire the necessary skills for the development of the platform and creation of
the challenges in the CTF.

There was a suggestion from the mentor of the GCSP project, for the mentee to
acquire the necessary technical skills to develop the project and assist in the preparation
of the CTF, he should participate in the following PAEs activities (Projects and Special
Activities): “CM2006 - LINUX ESSENTIALS” (NETACAD, 2021), "CM2011 -
CYBERSECURITY" (MAUACTF, 2021), "CM2072 - PREPARATION FOR CYBER
SECURITY CHALLENGES" (OPENLMS,2021), "CM4002 - CYBERSECURITY -
CISCO NETWORKING ACADEMY" (OPENLMS,2021) (NETACAD, 2021) and
"CM4042 - CLOUD COMPUTING - AWS ACADEMY” (AWS, 2021). The knowledge
acquired in these PAEs was important for the development of the project and creation of
the questions for the challenges in the CTFs, in addition to preparing for the Technical,
Creative and Multidisciplinary competences.

Development

The first objective would be to understand the technical skills normally taught in
these competitions. Thus, participating in competitions such as PicoCTF (PICOCTF,
2021), OverTheWire (OVERTHEWIRE, 2021), were interesting options to develop
challenges based on multidisciplinary domains (operating systems, forensic analysis
tools, web exploration, encryption, etc.). Platforms for creating CTF environments were
also tested, after some research, the best platforms to be used were listed, such as CTFd
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(CTFD, 2021) and FBCTF (FBCTF, 2021). The CTFd platform was chosen, due to the
flexibility of configurations and available resources. In this context, the MauaCTF
environment emerged (MAUACTF, 2021), as shown in Figure 2.

Figure 2: MauaCTF environment.
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Before development, it was necessary to acquire necessary knowledge of
operating systems (Linux and Windows), information security and cybersecurity, cloud
environments to host the solution, in this way, the student participated in the following
PAEs in 2021: “CM2006 - LINUX ESSENTIALS 7, “CM4002 - CYBER SECURITY -
CISCO NETWORKING ACADEMY”, “CM2011 — CYBERSECURITY”, “CM2072 -
PREPARATION FOR CYBER SECURITY CHALLENGES” and “CM4042 - CLOUD
COMPUTING - AWS ACADEMY”.

To test the CTFd environment, the first test was performed in virtual machine
environments using a virtualized instance of the Ubuntu Linux operating system running
on a real machine with Windows 10, where it was possible to measure the real resources
needed. for the preparation of a real system to be later hosted on servers in its own
datacenter or in the cloud. As the student already had initial skills with the Azure cloud
environment, the MauaCTF environment tests were tested in the Azure environment
(AZURE, 2021).

The MauaCTF platform was offered to the internal and external public in 2
moments: At the end of the PAE “CM2072 - PREPARATION FOR CYBER SECURITY
CHALLENGES” at the end of the Ist semester of 2021 using the Azure cloud
environment, only for Maua students, as shown in Figure 3.
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Figure 3: MauaCTF hosted on Azure.
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Considering the necessary requirements of virtual machines using in the Azure
cloud environment, the MauaCTF environment was hosted in the Maua Datacenter. At
the end of the 2nd semester, new challenges were offered both for Maua students and for
the external public (students from other institutions and professionals in the information
security area), as shown in Figure 4.

Figure 4: MauaCTF hosted in Datacenter on-premises.
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During the development to implement the solution in the Maua Datacenter, an
SSL/TLS certificate solution was implemented to protect data traffic between client and
WERB server from some common attacks and exploits (NPM, 2021). Some services were
configured, such as Prometheus (PROMETHEUS, 2021) and Grafana (GRAFANA,
2021) to monitor the system, such as CPU usage, network, RAM usage, among others, in
addition to displaying customizable dashboards and graphics via the WEB (figure 5).

Figure 5: Monitoring - MauaCTF hosted in Datacenter on-premises.
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Results and Discussion

At the end of the 2nd semester, new challenges were offered both to Maué students
and to the external public (students from other institutions and professionals in the
information security area). There were 7 days of different challenges divided into 4
domains of knowledge (Linux commands, forensics, encryption and web exploration)
with different levels of difficulty (10, 50 and 100), allowing participants a competitive
environment between them (figure 6).

Figure 6: Challenges - MauaCTF hosted in Datacenter on-premises.
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Although the participants had a lot of difficulty, especially in the first half of the
competition, there were many occasions when they sought guidance. This proved how
engaging and inspiring CTF competition can be (figure 7).

Figure 7: Participant’s score over time.
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As shown in Figure 8, several topics from the 4 domains were discussed, thus,
throughout the competition, participants added new knowledge and developed new skills
providing active learning.

Figure 8 - Score over time of a particular participant.
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Conclusion

Since the beginning of the GCSP project (GCSP, 2021), many skills were created
and developed throughout 2021 for the mentored student Fernando Padilha Farah.
Technical, creative and multidisciplinary skills were developed during the participation
of PAEs and development of the CTF environment, in addition to the preparation of
quizzes. Multicultural and empathetic skills were developed in an action by the student
Fernando as president of a group of students focused on making the college a more diverse
place, discussing topics that were not widely known. Multidisciplinary and social
awareness skills were worked on at GCSP events, such as the North Dakota Congress and
the GCSP Network Annual Meeting, where it was possible to debate the themes and have
a broader view of the challenges in the context of the GCSP, mainly to discuss the topic.
with people from different backgrounds and ideas, with new ways of looking at the
aspects involved in Cyber Security.

In the elaboration of the CTF environment (CTFD, 2021), (MAUACTF, 2021),
active learning concepts were worked on, such as gamification, which proved to be quite
effective in engaging students and professionals in the cybersecurity area with real
problems (MACDANIEL and TALVI, 2016), (FORD and SIRAJ, 2017), (KUCEK and
LEITNER, 2019).
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